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[ Step 1 ]

Veeam settings




Otion: Network tr

JOB

I[1
3

m
bl

HOME VIEW JoB

PEC U TR s X

Start Stop Retry | Statistics Report

Job Control Details

HOME

4 G Jobs
4 Backup
& Replication
Backups
¥, Disk
2., Disk (imported)
L_’—‘}; Disk (encrypted)
% Cloud
s [ Replicas

A Home

E'I
@:J INVENTORY

(Fs Backup INFRASTRUCTURE

STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

|ﬁj FILES

Clone Disable Delete

Manage Job

Q. Type in an object name to search for

NAME 4
46} wintolin3
[5% Test2
[5% Testt

@ sal

6} Replication Job 1

4% Backup Job WIN-8L6...

46} Backup Job 4
{6} Backup Job 3

SUMMARY
Duration:
Processing rate:

Bottleneck:

NAME
E=. WIN-8L6EBNTBIDR

TYPE OBJECTS STATUS LAST RES... NEXT RUN
VMware Backup 1 Stopped Success <not scheduled>
Nutanix policy 0 Enabled N/A

Nutanix policy 0 Enabled N/A

VMware Backup 1 Stopped Failed <not scheduled>

<not scheduled>

VMware Replication Stopped Success
Windows Agent Backup ' Global Network Traffic Rules
VMware Backup 1

VMware Backup Network traffic rules:

affic rules

VEEAM BACKUP AND REPLICATION

TARGET

TestRepo2

Default Backup Repository

Default Backup Repository

Backup Repository 6
spbsupesx05.support2.veeam.local

Source IP range Target IP range Encryption Throttling  Time period Add..
192:1680.1 - 192,188, Disabled .. 1Mbps . Anytime Edit.
Remove
DATA
02:20 Processe
148 MB/s Read:
Proxy Transfen
STATUS ACTION  |E4] Use multiple upload streams per job:
@ Success 6 Prepa Improves job performance through better utilization of high-latency links. Disable this option if you are running a
@ Requi large amount of concurrent jobs, or for netwerking equipment compatibility purposes.
i
@ Creati 0K Cancel
@ Galculenrg cgore

@ System Reserved (disk 0) (500.0 MB) 345.0 MB read at 145 MB/s
@ (C)(59.5GB) 11.1 GB read at 148 MB/s

@ Finalizing

@ Processing finished at 4/13/2018 11:58:46 AM

CONNECTED TO: ST

ENTERPRISE PLUS EDITION

DESCRIPTION

Created by WIN-RVED32EF8V8\Administrat
Created by WIN-RVED32EF8V8\Administrat
Created by WIN-RVED32EF8V8\Administrat
Created by WIN-RVED32EF8V8\Administrat
Created by WIN-RVED32EF8V8\Administrat
Veeam Agent for Windows backup job
Created by WIN-RVED32EF8V8\Administrat
Created by WIN-RVED32EF8V8\Administrat

A
DURATL...

00:01

00:10
00:11
00:02
01:19
00:06

EVALUATION: 191

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Options: I/O control

VEEAM BACKUP AND REPLICATION

HOME VIEW JoB

PEC b e X

Start Stop Statistics Report

Clene Disable Delete

Job Control Details Manage Job
HOME Q Type in an object name to search for
a NAME 4 TYPE OBJECTS STATUS LASTRES... NEXT RUN TARGET DESCRIPTION
(=3 Backup wintolin3 VMware Backuy 1 Sto Success <not scheduled> TestRepo2 Created WIN-RVED32EF8V8\Administrat
~ P Pl P
{?E"! Replication [5F Test2 Nutanix polic; Enabled N/A Default Backup Repositor Created by WIN-RVED32EF8V8\Administrat
s policy: P Repository y
l Backups [§E Test1 Nutanix policy 0 Options % Created by WIN-RVED32EF8V8\Administrat
¥, Disk £} sql VMware Backup g Created by WIN-RVED32EF8V8\Administrat
2., Disk (imported) 46} Replication Job 1 VMware Replication L yocontrol Email Settings | SNMP Settings | Notifications History | Security uocal Created by WIN-RVED32EF8V8\Administrat
=¥, Disk (encrypted) Backup Job WIN-8L6..  Windows Agent Backup Global Netw: X Veeam Agent for Windows backup job
% Cloud 46} Backup Job 4 VMware Backup [ Enable parallel processing Created by WIN-RVED32EF8V8\Administrat
4 [ Replicas 4} Backup Job 3 VMware Backup Network tre Makes backup, replication and restore jobs process multiple virtual disks and Created by WIN-RVED32EF8V8\Administrat
& R — virtual machines in parallel, rather than sequentially.
[ Enable storage latency control =
kit
Define desired primary storage latency limits to ensure running jobs do not
0 impact storage availability to production workloads. e 5
|
SUMMARY DATA Stop assigning new tasks to datastore at:
Throttle /0 of existing tasks at:
Duration: 02:20 Process stworks
Set custom threshelds on individual datastores
Processing rate: 148 MB/s Read:
ﬁ HOME Bottleneck: Proxy Transfer
[E,E INVENTORY ——— N
NAME STATUS ACTION | [ Usemu DURATL...
<7E’g BACKUP INFRASTRUCTURE E'- WIN-8L6EBNTBIDR @ Success 6 Prepg Improv unning a 00:01
large an
5 STORAGE INFRASTRUCTURE & Fean Pt
‘E @ Creat Cancel 00:10
(&, TAPE INFRASTRUCTURE g Calcu el
= System Reserved (di: 00:02
ﬁj FILES @ (C)(59.5G8) 11,11 L 01119
@ Finalizing 00:06

@ Processing finished at 4/13/2018 11:58:46 AM v

1JOB SELECTED CONNECTED TO: LOCALHOST ENTERPRISE PLUS EDITION EVALUATION: 191 DAYS REMAINING

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Proxy affinity

L s AL H

Backup Replication Backup Cepy Restore Impert Failover

Job - Job~ Copy~ Job~ - Backup Plan~
Primary Jobs Auxiliary Jobs Restore

HOME Q Type in an object name tosearch for | Proxy Affinity X

- o e | S e by | |
42 Backup [5F Test2 Nutanix policy | () Any backup proxy can access this repository Default Backup Repository Created by WIN-RVED32EF8VE\Administrat
i Replication [5% Testt Nutanix policy . § Default Backup Repository Created by WIN-RVED32EFBVE\Administrat

(® Only the following backup proxies can access this repositony: g fa

s [ Backups 4B sql VMware Backug] Backup Repository 6 Created by WIN-RVED32EF8VE\Administrat
=¥, Disk 18} Replication Job 1 VMware Replicd Name Select All spbsupes«05.supportZ veeam.local Created by WIN-RVED32EF8VE\Administrat
2, Disk (imported) B h_test VMware Backug] B 172.24.47.16 Backup Repository 6 Created by WIN-RVED32EF8VE\Administrat
¥, Disk (encrypted) 4% Backup Job WIN-8LE..  Windows Agen [[] WMware Backup Proxy Backup Repesitory 6 Veeam Agent for Windows backup job

L] E@ Replicas {6} Backup Job 4 VMware Backup Backup Repesitory 6 Created by WIN-RVED32EF8VE\Administrat

Qb Ready
[ Last 24 Hours

& HoMe

ST INVENTORY

?E’g BACKUP INFRASTRUCTURE

?5, STORAGE INFRASTRUCTURE

(& TAPE INFRASTRUCTURE

@ FILES

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Gateway server

VIEW

L oE B A2 G

Backup Replication | Backup Copy | Restore Import Failover

UP AND REPLICATION

Job+  Job+ | Copy+ Job~ +  Backup Plan~
Primary Jobs Auxiliary Jobs Restore
HOME Q Type in an object name to seorch for
4 % Jobs NAME 4 TYPE OBJECTS STATUS LASTRES... NEXT RUN TARGET DESCRIPTION
ﬁ‘F'E Backup EE Test2 Nutanix policy 0 Enabled N/A Default Backup Repository Created by WIN-RVED32EF8V8\Administratg
fg"] Replication [5F Test1 Nutanix policy a Enabled NAA Default Backup Repository Created by WIN-RVED3ZEF8VE\Administratg
Fl E‘g Backups 6t sql VMware Backup Edit Backup Repository X | Created by WIN-RVED32EF8VE\Administratg
é Disk 46} Replication Job 1 VMware Replication Share Created by WIN-RVED32EF8V8\Administraty
l% Bk fimpoticd) @ h_test Vhware Backup = Type in UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should Created by WIN-RVEDI2EF8VE1Administrate
=¥, Disk (encrypted) Backup Job WIN-BLE..  Windows AgentBack - — 4 write data to this share. Veeam Agent for Windows backup job
4 [ Replicas 6+ Backup Job 4 VMuwrare Backup Created by WIN-RVED32EF8VE"\Administratg
Eg Ready Namie Shared folder:
[5% Last 24 Hours \\win-rved32ef8vB\shara Browse...
Type
|:| This share requires access credentials:
[ i s
) s Credentials: | Add..
Repository Manage accounts

Mount Server

Kenee Gateway server:

Apply O Automatic selection

ﬁ HOME

B INVENTORY

(® The following server:

WIN—R‘VEDSZEFSVSsupportZ wveeam.local (Backup senrel) ~

veeamn.local (Back

HV2012R2N1 (Created by WIN-| RVEDSZEFBVB’\Adm\mstrator at 12/13/2017 9:23 AM.)

(2 Backup INFRASTRUCTURE

§=, STORAGE INFRASTRUCTURE

(. il
TAPE INFRASTRUCTURE

(51 Fes

<Previous | [ Nea> || Fnish | Cancel

NECTED TO 5 5 0 A G v

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Job settings

VEEAM BACKUP AND REPLICATION

HOME VIEW

PECDR

Start Stop Retry Active
Full

Job Control

HOME

5 Jobs
42 Backup
& Replication
Backups
¥, Disk
2, Disk (imported)
=¥, Disk (encrypted)
X Cloud
4 [ Replicas
EY Ready
[ Last 24 Hours

A Home

E'I
E]:l INVENTORY

b [ 9 & X

Statistics Report

Details

(%1 BACKUP INFRASTRUCTURE

TAPE INFRASTRUCTURE

(M) Fes

1JOB SELECTED

STORAGE INFRASTRUCTURE

Edit Clone Disable Delete

Manage Job

QU Type in an object name to search for

NAME 4
6} wintolin3
[5% Test2
5% Testt
@ sal

46} Replication Job 1

Backup Job WIN-8L...

6} Backup Job 4
16} Backup Job 3

SUMMARY
Duration:
Processing rate:

Bottleneck:

NAME
E——‘ dummy

TYPE OBJECTS STATUS LAST RES...
VMware Backup 1 Stopped Success
Nutanix policy 0 Enabled
Nutanix policy 0 Enabled
VMware Backup j Stopped Failed
VMware Replication 1 Stopped Success
Windows Agent Backup 1 Stopped Success
VMware Backup 5 Stopped Success
VMware Backup i Stopped Success
DATA STATUS
01:00 Processed: 1024.0 MB (100%) Success:
N/A Read: 008 Warnings:
Source Transferred: 32.0B(0x) Errors:
STATUS ACTION
@ Success | @ Building VMs list

© VM size: 1024.0 MB

) Changed block tracking is enabled

© Processing dummy

© All VMs have been queued for processing

@ Load: Source 99% > Proxy 0% > Network 0% > Target 0%
 Primary bottleneck: Source

@ Job finished at 3/19/2018 1:14:41 PM

NEXT RUN TARGET
<not scheduled> TestRepo2
N/A Default Backup Repository
N/A Default Backup Repository
<not scheduled> Backup Repository 6
<not scheduled> spbsupesx05.support2.veeam.local
<notscheduled>  Backup Repository 6
<not scheduled> Backup Repository 6
<not Backup 6
THROUGHPUT (ALL TIME)
10
0
0

DESCRIPTION

Created by WIN-RVED32EF8V8\Administrat—
Created by WIN-RVED32EF8V8\Administrat—
Created by WIN-RVED32EF8V8\Administrat—
Created by WIN-RVED32EF8V8\Administrat=
Created by WIN-RVED32EF8V8\Administrat—=
Veeam Agent for Windows backup job
Created by WIN-RVED32EF8V8\Administrat—
Created by WIN-RVED32EF8V8\Administrat—

Speed: 0.0 KB/s

DURATL..,
00:02

00:44
00:00

REMAINING

EVALUATH

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Changed block tracking

VMware specific: Microsoft Hyper-V specific:

| Backup | Maintenance | Storage | Notifications | vSphere Heqauonlulﬂ Backup | Maintenance | Storage | Notifications | Hyper-V | Scripts |
Guest quiescence
Guest quiescence . [] Enable Hyper-V guest quiescence
D Enable VMware Tools S Native quiescence is only used for vitual machines with
Native quiescence is only used for virtual machines with application-aware image processing disabled.
application-aware image processing disabled. [] Take crash consistent backup instead of suspending VM
2 As a part of snapshot process, Hyper-V suspends guests not
Changed block trackdn supporting Microsoft VSS. Use this option to keep them running.

[v] Use changed block tracking data {recommended)

[¥] Enable CBT for all protected VMs automatically tngas Hadlcacsg ——
Changed block tracking (CBT) allows for fast incremental backa (). Useichappgid bock g s comminynidad)

MQeCIN N 4 P Changed block tracking (CBT) allows for fast incremental backup
and replication of VMs with virtual hardware version 7 or later. For and replication of protected VMs, CBT is perf by Veeam's
CBT to be enabled, VM must have no existing snapshots. Hyper.V integration cor that is auto-deployed on each host.

Volume snapshots

How to reset VMware CBT: @iﬁmﬁﬁﬁyaﬁgﬁm
http://www.veeam.com/kb1113 |

Save As Defaut ok || cancel

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.


http://www.veeam.com/kb1113

Changed block tracking

For physical environment:

Veeam® Agent for Microsoft Windows —
two mechanisms:

1. Veeam native CBT driver

2. Parsing MFT

Veeam Agent for Linux — Veeam proprietary
kernel module

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



[ Step 2 ]

Detecting bottleneck




Job statistics window

VEEAM BACKUP AND REPLICATION

VIEW

N

& (9
Backup Copy
Copy v Job ~
Auxiliary Jobs

Job ~ Job ~
Primary Jobs

HOME

4 Jobs
4 Backup
45 Replication

4 = Backups
¥, Disk
2, Disk (imported)
=¥, Disk (encrypted)
X Cloud

a EE Replicas

ast 24 Hours

A Home

@ INVENTORY
(3 sAckUP INFRASTRUCTURE
(L STORAGE INFRASTRUCTURE

(&L, TAPE INFRASTRUCTURE

@ FILES

)

[E==]

i

=]

3

Restore Import Failover
Backup Plan ~

Restore

Q. Type in an object name to search for

NAME 4

6} wintolin3

[5% Test2

[5% Test

@t sq

16} Replication Job 1

B} hv_test

4 Backup Job WIN-8L6...

16} Backup Job 4

TYPE

VMware Backup
Nutanix policy

Nutanix policy
VMware Backup
VMware Replication
VMware Backup
Windows Agent Backup
VMware Backup

OBJECTS

e DO K

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

STATUS
Stopped
Enabled
Enabled
Stopped
Stopped
Stopped
Stopped
Stopped

LAST RES...

Success

Failed

Success
Success
Success
Success

NEXT RUN TARGET

<not scheduled> TestRepo2

N/A Default Backup Repesitory

N/A Default Backup Repository

<not scheduled> Backup Repository 6

<not sc k support2.veeam.local

<not scheduled>
<not scheduled>
<not scheduled>

CONNECTED TO:

Backup Repository 6
Backup Repository 6
Backup Repository 6

DESCRIPTION

Created by WIN-RVED32EF8V8\Administrat(
Created by WIN-RVED32EF8V8\Administratd
Created by WIN-RVED32EF8V8\Administrat¢
Created by WIN-RVED32EF8V8\Administraty
Created by WIN-RVED32EF8V8\Administraty
Created by WIN-RVED32EF8V8\Administratq
Veeam Agent for Windows backup job
Created by WIN-RVED32EF8V8\Administraty

EVALUATI




Job statistics window

E” Backup Job WIN-2LGEENTEIDR

lob progress: 100% 1 of 1 hosts
SUMMARY Percent busy for processing stages STATUS
Source 99%
Duration: pz:2( Proxy 37% 0%) Success: 1 ®
Metwork 30%
Processing rate: 14g| Target 43% Warnings 0
Bottleneck: Saur;|/ Transferred: T.0GE (1.6) Errors: 0
Show Details OK

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



VMware backup infrastructure

VMware host

Veeam Backup Server

VMware proxy

Source

___________________ >l
—

Datastore

Repository

—~s Network o
L]
:_ _______________ >.‘
| B} .. *

data mover

e e,
*
Q:_ | Target
. J

Target
data mover I_llllllll I

Storage




Bottleneck source (VMware)
Network mode (NBD):

VMware host

NBD mOde: [ Veeam

1. Storage read performance £ 53 Backup Server
| - L=

2. Host load }

VMware host and proxy

VMware
proxy

3. Network connection between u:n;n

Storage



Bottleneck source (VMware)
Hot-Add mode:

[ VMware host
Veeam

Hot-Add mode: R —
1_ St d f vM jf vm | vm -: Backup Server
Orage read performance m i

2. Host load

Storage

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Bottleneck source (VMware)

Direct storage access:

Direct storage access: [ e é ecar

Backup Server

1. Storage read performance

2. Connection between
storage and proxy

Storage



Bottleneck source (VMware)

Storage snapshot: Storage snapshot:
1. Storage snapshot read
performance Vriware host -
2. Connection between v J v J v f om Backup Server

VMware
proxy

HP 3PAR
StoreServ @

storage and proxy m
- -

" el o nmble  EMG X
storage S
NetApp* \,(§ Qé(\ ,/
=) c){\’b ’/

= Storage
. Snapshot

Storage

T
aleln O puresTorAGE Iisy LUN

cisco HyperFlex
/P VEEAM v

Virtualize

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Advanced data fetcher

Transport mode Read method | ADF available

Storage snapshots WinAPI
Hot-Add WinAPI
Direct NFS NFS
Direct SAN VDDK read
Network (nbd) VDDK read

BIRINIEIN

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Hyper-V 2016 performance scheme

Hyper-V host Veeam Backup Server
I 1 I 3
LI
Hyper-V
Repository

D Network R
e i, S at L G - .
agnt agu®
Volume - Proxy Target

Source storage Backup storage

Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Hyper-V off-host mode:
Hardware provider

Hyper-V host Hyper-V Off-host proxy Veeam Backup Server

Hyper-V Hyper-V

Source 2o
------------------- 484

Repository

.
S Volume Snapshot

Volume Hm (Hardware provider) Proxy

Source storage

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

Backup storage



Physical server to Veeam backup
repository

4 N

Physical server

Physica N

Source Target data

v
data mover mover
i ) Qi

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Physical server to USB disk or share

Physical server

Physica N

Source Target data Backup
data mover mover storage

- /

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Tweaking Veeam Agent backup
performance

Controlling process and I0 priority in Veeam Agent for
Microsoft Windows:

HKLM\SOFTWARE\Veeam\Veeam Endpoint Backup

EndPointAgentPriority (REG_SZ)

Values: Normal, Low, Background (default)

Controlling IO in Veeam Agent for Linux:
/etc/veeam/veeam.ini

[backup]

ioRateLimit= 0.9 (default)

Values range: 0.01-1.0, where 0.01 - very slow, 1.0 - no limit

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Read performance troubleshooting

1. Storage read performance: 2. Connection between storage
VMware vSphere client performance diagrams and proxy:
Storage vendor performance monitoring diagrams

) . e Switch ports performance statistics
Windows performance monitor (perfmon) «  iSCSI bandwidth

For Linux: sysstat
ESXTOP: https://kb.vmware.com/kb/1008205

ESXTOP metrics for virtual proxy:
e CMDS/s
+ DAVG/cmd

L RCTC T PR

- KAVG/cmd o "
o GAVG/cmd (DAVG/Cmd + KAVG/Cmd) " - mqﬁ?&ﬁxtagaz'

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.


https://kb.vmware.com/kb/1008205

Proxy settings: Concurrent tasks

VEEAM BACKUP AND REPLICATION

HOME VIEW

PEC D

Start Stop Retry Active

b 5 9 G X

Statistics Report  Edit Clone Disable Delete

Full
Job Control Details Manage Job
HOME Q Type in an object name to search for
4 i Jobs NAME 4 TYPE OBJECTS STATUS LASTRES..  NEXTRUN TARGET DESCRIPTION
= Backup @ wintolin3 VMware Backup ; Stopped Success <not scheduled> TestRepo2 Created by WIN-RVED32EF8V8\Administrat—
1 Replication % Test2 Nutanix policy O it Vivware Proxy 5 3 by WIN-RVED32EF8V8\Administrat=
4 EL: Backups 5% Testt Nutanix policy 0 § by WIN-RVED32EF8V8\Administrat=
¥, Disk % sql VMware Backup 1 z:“'” ] back y o lect between M Wind e to th . § by WIN-RVED32EF8V8\Administrat=
2., Disk (imported) 18} Replication Job 1 VMware Replication 1 whf’:,'::i:n"’;';;x’l'::’a":; d;'f proy. fou can only seie een Microsott Tindows servers sddec to he Managed seVer® | by WIN-RVED32EF8V8\Administrat=
¥ Disk (encrypted) Backup Job WIN-8L6..  Windows Agent Backup 1 Agent for Windows backup job
X Cloud 6+ Backup Job 4 VMware Backup 1 _ Chaase server: § by WIN-RVED32EFEVE\Administrat=
4 [fl Replicas 4} hv_test VMware Backup 1 e — = p— P 1 by WIN-RVED32EF8V8\Administrat—
7 H WSupporte veeam.local ~ BW...
B Ready Treffic Rules i
E} Last 24 Hours Proxy description:
Summary Created by Veeam Backup & Replication
& >
SUMMARY DATA
Speed: 2.1 MB/s
Duration: 11:01:50 Processed: Transport mode:
Processing rate: 927 KB/s Read: |I\“E""”‘°rk | | Choose... |
ﬁ HOME Bottleneck: Source Transferrec CemrEE S
|Automat\c detection (recommended) | | Choose... |
Eil
INVENTORY
= NAME STATUS ACTION Max concurrent tasks: puram..  °
= -
(Fa Backup INFRASTRUCTURE {51 pmak-sql16 Osuces | @ guiding —
= @ VM size:
(5 STORAGE INFRASTRUCTURE
= @ Changec
TAPE INFRASTRUCTURE @ Processi 11:01:34
= @ AllvMs 00:00
[f Fes © Load:Se b [ Net> || Fmsh | [ cancel
@ Primary

@ Job finished at 3/20/2018 1:37:57 AM

CONNECTED TO: LOCALH ENTERPRISE PLUS EDITION EVALUATION: 191 DAYS REMAINING

1JOB SELECTED

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Bottleneck proxy: Compression

VEEAM BACKUP AND REPLICATION

HOME VIEW

L@@ X

Active  Statistics Report ~ Edit Clone Disable Delete

Full
Job Control Details Manage Job
HOME Q Type in an object name to search for
NAME 4 TYPE OBJECTS STATUS LAST RES... NEXT RUN TARGET DESCRIPTION
46} wintolin3 VMware Backup 1 Advanced Settings x Created by WIN-RVED32EF8V8\Administrat—
4 Replication (5% Test2 Nutani policy 0 Created by WIN-RVED32EF8V8\Administrat—
4 FL Backups 8 Testt Nutanix policy 0 Backupivemienence] Storsoe [oiiicelion Jsnhec il copts Created by WIN-RVED32EF8V8\Administrat=
=, Disk £} sql VMware Backup 1 Data reduction Created by WIN-RVED32EF8V8\Administrat—
& Disk (imported) @ Replication Job 1 VMware Replication 1 [~] Enable inline data deduplication (recommended) im.local Created by WIN-RVED32EF8V8\Administrat=
¥, Disk (encrypted) Backup Job WIN-8L6...  Windows Agent Backup 1 2 Exclude swap fle blocks (recammended) Veeam Agent for Windows backup job
A Cloud 18} Backup Job 4 VMware Backup 1 ) Created by WIN-RVED32EF8VE\Administrat=
4 [ Replicas 185 hu_test VMware Backup 1 &) Exclude deleted file blocks (recommended) Created by WIN-RVED32EF8VE\Administrat—
[ib Ready Compression level:
[ Last 24 Hours Optimal (recommended) ~
< >
SUMMARY h DATA g:tgh
A R { Speed: 2.1 MB/s
Duration: 11:01:50 Processed: « Best performance at the cost of lower deduplication ratio and larger incremental
e SR - jo backups. Recommended for direct-attached storage.
Encryption
Bottl ki S Transferred: 2z
A Home . L ey [ Enable backup file encryption
@ INVENTORY Password
NAME STATUS ACTION o Add DURATL..
= -
@53 BACKUP INFRASTRUCTURE £ pmak-sql16 @ Success @ Building VMs list Manag passwerds 00:02
(f5 STORAGE INFRASTRUCTURE I \M e b0 6B
 Changed block trackir
(R, TAPE INFRASTRUCTURE & Processing pmak-sql1 11:01:34
= @ All VMs have been qu 00:00
ﬁj FILES () Load: Source 99% > P | Save As Default
@ Primary bottleneck: Souice
(g2 @ Job finished at 3/20/2018 1:37:57 AM v

TERPRISE PLUS EDITI EVALUATION: 191 DAYS REMAINING

1JOB SELECTED

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Compression levels comparison

300 - 100

- 90

- 80

- 70

- 60

. 59 MTime, seconds
- 40 mSize, GB

- 30

- 20

- 10

250 A

200 A

150 A

100 ~

50 A
9.70 GB

O _

Dedupe-friendly (rle)  Optimal (1z4) High (zlib) Extreme (zlib high)

Time, seconds
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Bottleneck network

VEEAM BACKUP AND REPLICATION

VIEW

Y
& EH B L2 E
Backup Replication Backup Copy = Restore Import Failover
Job ~ Job ~ Copy ~ Job~ ~  Backup Plan~
Primary Jobs Auxiliary Jobs Restore
HOME Q. Type in an object name to search for
4 % Jobs NAME 4 TYPE OBJECTS STATUS LAST RES... NEXT RUN TARGET DESCRIPTION
{‘.E Backup @ wintolin3 VMware Backup 1 Stopped Success <not scheduled> TestRepo2 Created by WIN-RVED32EF8V8\Administrat{
{fg'l Replication EE Test2 Nutanix policy 0 Enabled N/A Default Backup Repository Created by WIN-RVED32EF8V8\Administrat{
el Backups (5% Testt Nutanix policy 0 Enabled N/A Default Backup Repository Created by WIN-RVED32EF8V8\Administrat{
¥ Disk ) sql VMware Backup 1 Stopped Failed <notscheduled>  Backup Repository 6 Created by WIN-RVED32EF8VE\Administrat{
2., Disk (imported) 46} Replication Job 1 VMware Replication 1 Stopped Success <not scheduled> spbsupesx05.support2 veeam.local Created by WIN-RVED32EF8V8\Administraty
=¥, Disk (encrypted) 46} hv_test VMware Backup Global Network Traffic Rules * Created by WIN-RVED32EF8V8\Administratq
2% Cloud Backup Job WIN-8L6..  Windows Agent Veeam Agent for Windows backup job
4 [ Replicas 18} Backup Job 4 VMware Backup  Metwork traffic rules: Created by WIN-RVED32EF8V8\Administraty
B Ready Source IP range Target IP range Encryption  Throttling  Time period Add...
[ Lotz CTSETRENT TG TeE HaR iR TR RN Bienbled T T Mibps T Anviime o
Remove

) Home

E‘I
@:‘ INVENTORY

[#] Use multiple upload streams per job:

[mproves job performance through better utilization of high-latency links. Disable this option if you are running a
large amount of concurrent jobs, or for networking equipment compatibility purposes.

ea’g BACKUP INFRASTRUCTURE

STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

@ FILES

ENTERPRISE PLUS EDITION

EVALUATION: 190 D,

ICALHOST
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Bottleneck network

UP AND REPLIC

v 2L @

|
Backup Replication Backup Copy Restore Import Failover

Job+  Job+  Copy® Job- +  Backup Plan~
Primary Jobs Audliary Jobs Restore
HOME Q Type in an object name to search for
rl ‘ff@ Jobs NAME 4 TYPE OBJECTS STATUS LASTRES... NEXT RUN TARGET DESCRIPTICN
= up wintolin; lware u to| uCCess <not sc uled > estRepo: reate ] ministrats
F'_ Back intolin3 WM Backup 1 Stopped St heduled TestRepo2 Created WIN-RVED32EF8V8\Admini:
1 Replication [5E Test2 HNutanix policy 0 Enabled N/A Default Backup Repository Created by WIN-RVED32EFBVE\Administrat{
a Backups E{ Test1 Nutanix pelicy 0 Enabled N/A Default Backup Repository Created by WIN-RVED32EF8VE\Administraty
¥ Disk @ sql VMware Backup 1 Stopped Failed <notscheduled>  Backup Repositary 6 Created by WIN-RVED32EF8VE\ Administrat
f:l Disk (imported) -@ Replication Job 1 WMware Replication 1 Stonned = Surress  <notecheduleds  cohounesx0S.cunnort?aesamlocal Created by WIN-RVED32EF8VB\Administrats
=¥, Disk (encrypted) 16 hv_test WMware Backup| Global Metwaork Traffic Rules X x Created by WIN-RVED32EF8VE\Administraty
A Cloud ) Backup Job WIN-8L6..  Windows Agent Veeam Agent for Windows backup job
7l Repli Network trd - 2
4 £ Replices 48 Backup Job 4 VMware Backup prefered Networks < Created by WIN-RVED32EFEVE\ Administra
El Ready Source IP Add... :l‘”'"
7 Last 24 Hours - -
168.0. refer the following networks for backup and replication traffic: .
[z 192.168.0.) 7] Prefer the foll ks for back d repl ff Edit it
Network Address Subnet Mask CIDR Notation Add. E— e
172171120 255.255.255.0 172.171.12.0/24

Remaove

Networks...
A Home

E'I
@:\ INVENTORY

[ Use mul

Improv
large an|

(s sacwe iNFrasTRUCTURE

aning a

ancel

E running a

(&5 sTorace INFRASTRUCTURE

TAPE INFRASTRUCTURE

@ FILES
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WAN acceleration

> WAN
Source Back b Target
WAs ackup copy jo - Global cache
L L =
. - VM Restore
-- - points

Source backup Target backup
repository repository

» VM restore points
» Global Cache

« Link latency — tweak upload streams number
« SSD disks for Global Cache are not necessary — async read

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Forward incremental mode, active full
One 10 per block

: a-\ Steps:
L 1. Write new block
Torget to storage

Full point Increment




Reverse incremental mode
Three I0s per block

:.‘%‘. Steps:

\— 1. Read old block from VBK
n a Target 2. Write old block to VRB

Data Mover

3. Write new block to VBK

\VRB .VBK
Rollback Full point




Forever forward incremental
Two IOs per block

Steps:
1. Read block from VIB
2. Write block to VBK

.VIB

Full point Increment Increment

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Transform previous chain into rollbacks
Four IOs per block

Steps:
n a 1. Read old block from VBK
n a 2. Write old block to VRB
B n 3. Read new block from VIB
4. Write new block to VBK

.VRB VBK

Rollback Full point Increment




Synthetic full
Two IOs per block

Steps:
1. Read block from VIB
2. Write block to VBK

VBK
Full point Increment @ Increment Full point




ReFS: Synthetic full

Zero 10s per block

Steps:

1. ReFS command
to map block

Full point Increment @ Increment Full point



Synthetic operations using fast merge

Operations: Advantages:

 Synthetic full « Significant performance boost
« Merge  Synthetic full takes almost no
« Reverse incremental space due to blocks re-usage
« GFS

https://forums.veeam.com/veeam-backup-replication-f2/refs-4k-horror-story-t40629-945.html

Windows update KB4098787

© 'eeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



https://forums.veeam.com/veeam-backup-replication-f2/refs-4k-horror-story-t40629-945.html

Backup file fragmentation

Increased by:

« Many concurrent tasks (VMs) run in parallel to the same backup file
« Synthetic operations — merge, reversed incremental

Decreased by:

« VBK per VM

« Compact full backup file job

« Schedule synthetic or active full

© Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



Deduplication storages: Pros and cons

DELLEMC

/
datadomain EXAGRID :.QD

Hewlett Packard
Enterprise

VEEAM BEST PRACTICES:

For deduplication appliances: For Microsoft deduplication:
http://www.vee.am/kb1745 http://www.vee.am/kb2023



http://www.vee.am/kb1745
http://www.vee.am/kb2023

[ Step 3 ]

Benchmark test




[Perf

Test scenarios:

* Network connectivity Usage:

between servers
https://goo.al/gdcuxw

« iISCSI bandwidth



https://goo.gl/qdcuxw

2361 B.B-1/784./7
(1961 ©.8-1704.9
[224] ©.8-1715.6
[248]1 ©.8-1753.1
(2121 ©.8-1765.7
[SUM] ©0.8-1765.7

S€ecC
S€ecC
sSecC
sSecC
SecC
SEecC

1.4
1.808
1.60
1.60
1.60
5.680

GBytes
GBytes
GBytes
GBytes
GBytes
GBytes

2.U5 Mbits/sec
5.84 Mhits/sec
5.81 Mhits/sec
4.98 Mbhits/sec
4 _86 Mhits/sec
24.3 Mhits/sec




VixDiskLib sample

Transport modes to benchmark:
VMware NBD
VMware Direct SAN

Tool options:
Readbench (Source: Backup, replication)

Writebench (Target: VM restore, replication)

Usage:
https://goo.gl/e3tL6y

© Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.



https://goo.gl/e3tL6y

Diskspd

Use cases:

Troubleshooting VAW source performance
Troubleshooting Hyper-V source performance

- Troubleshooting storage-integration source performance
Direct NFS mode
Troubleshooting repository performance:
- Slow backup (all chain modes and synthetic operations)
 Slow restore, SureBackup®

Usage:
http://vee.am/kb2014

property of their respective owners


http://vee.am/kb2014

Diskspd

Available benchmark targets with diskspd:

Local drive on Windows machine: C:\backup
 CIFS\SMB share: \\repository\backup
- {SCSI\FC mounted disk or snapshot. Raw device

access: #X
NFS datastore: Should be mounted using Client for NFS



Administrator; Command Prompt

hread count: 1
proc count: 4
PU ! Usage i User | Kernel | Idle
8 3?7.37x2%1 15.89x1 21.48%21 62.63%
1V 26.71z% 16.15z1 10.57x1 7?3.29x
27 33.11xz% 208.16%1 12.95x21 66.89%
37 14.706z: 9.31%1 5.39#2% 85.38z«
avg.t 27.97x2%1 15.38z1 12.68z% 72.83x
otal IO .
hread | bytes H 1/0s H MB/s i I/0 per s | file
a i 75450628608 | 115128 | 11.99 | 191.88 | #X (99GB)
otal: 7545028608 | 115128 ! [1199]: 191.88
Read 10
hread | bytes H 1/0s H MB/s i I,/0 per s I file
(% 7545628608 | 115128 | 11.99 | 191.88 | #X (99GB>
otal: 7545028608 | 115128 | 11.99 | 191.88
rite IO
hread | bytes H 1/0s H MB/s i I1,/0 per s | file
(% [ a i 8.08 | 8.00 | #X (99GBD
otal: (% B (% B 8.0808 8.00

:\TEMP\diskspd\Diskspd-v2.0.15\and64fre>



Other tools for benchmarks

Linux targets:
- FIO: https://goo.gl/sxnVoJ]

Data Domain:

- DDP connection checker manual:
https://support.emc.com/kb/334991

- Download link: ftp://nwc:nwc@ftp.emc.com

Hewlett Packard Enterprise StoreOnce:
- You can get it from Veeam support ©


https://goo.gl/sxnVoJ
https://support.emc.com/kb/334991
ftp://nwc:nwc@ftp.emc.com/

Collecting advanced performance
statistics

Use cases:

- Slow read from storage snapshots
- Slow read in Hot-Add

- Slow synthetic operations

Slow WAN accelerator processing

Benchmark test result differ from Veeam
processing rate




Parsing performance statistics

sample output

Far=i

Total

Total

Total

Total

Total

Time

Average CPU usage on the machine:

ng: "e:\AgentPerflLogsh\Agent.3744.12122016T0656.CXE™:

events:
file ewvents:
file init ewvents:
cputmem events:

214824

417312
TTa
S520e2

agent session time:

in "reader™ threads:

Average MEM usage:

Time
Time
Time
Time

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.

waiting
waiting
waiting
waiting

on
on
on
on

file
file
file
file

read:

write:

seek:

flu=h:

23354.1864592s=

19508.7867594=

2.7%

83 MB (max 83 MB)
19221.583579s | 316852
0.000000s | 0
0.800606s | 1109
0.000000s | 0

ops
ops
ops
ops



[ Step 4 ]

The final step




Maxing out performance

Bottleneck Backup performance

Source

Proxy

Network

Target

© 2018 Veeam Software. Confidential information.

» Choose the fastest read mode for
your infrastructure

Tweak concurrent tasks number
Play with compression

Add more proxies

Add more resources to a proxy

Increase number of upload streams
Backup copy with WA
Preferred network for backup

Incremental chain mode
VBK per VM

All rights reserved. All trademarks are the property of their respective owners.

Decrease backup file fragmentation
Use faster repository

Increase backup block size
Playing with compression
Adding resources to a proxy

Increase number of upload streams

VMWare: Choose the fastest mode
HV or physical: Wait ©



Session summary

Perform Detect Eliminate
basic checks bottleneck bottleneck
Analvze iob Run Collect perfdata
yz€] benchmark with support team
statistics

test (optimal)

© 2018 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Session Survey Available Now!

Please take the very short (5 question) survey
through your mobile app now!

1 | Tap on the session

2 | Scroll down past Presenters

3 | Tap Session Feedback Survey
/



